
Cybersecurity in Robotics:
Challenges, Quantitative Modeling,

and Practice
Foundations and Trends in Robotics

Suggested Citation: Quanyan Zhu, Stefan Rass, Bernhard Dieber and Víctor Mayoral
Vilches (2021), “Cybersecurity in Robotics: Challenges, Quantitative Modeling, and
Practice”, : Vol. xx, No. xx, pp 1–XX. DOI: 10.1561/XXXXXXXXX.

Quanyan Zhu
New York University

qz494@nyu.edu

Stefan Rass
Universität Klagenfurt

stefan.rass@aau.at

Bernhard Dieber
Joanneum Research

bernhard.dieber@joanneum.at

Víctor Mayoral Vilches
Alias Robotics

& Universität Klagenfurt
victor@aliasrobotics.com

This article may be used only for the purpose of research, teaching,
and/or private study. Commercial use or systematic downloading
(by robots or other automatic processes) is prohibited without ex-
plicit Publisher approval. Boston — Delft



Contents

1 Introduction to Robot Security 3
1.1 The Need for Cybersecurity in Robotics . . . . . . . . . . 4
1.2 Overview of Security Challenges and Solutions . . . . . . . 6
1.3 Need for Quantitative Methods . . . . . . . . . . . . . . . 9

2 Cyber Issues, Security Architectures and Robot Operating
System (ROS) Vulnerabilities 13
2.1 The Robot Operating System . . . . . . . . . . . . . . . . 13
2.2 Vulnerabilities of the Robot Operating System . . . . . . . 15
2.3 Securing the Application Programmers Interface (API) . . 18
2.4 Vulnerabilities of AI-Enabled Robotic Systems . . . . . . . 30

3 Security of Networked Robotic Systems 35
3.1 Security in ROS Networked Systems . . . . . . . . . . . . 35
3.2 Security for Industrial Multi-Agent Robotic Systems . . . . 43

4 Security Practice and Design 51
4.1 Penetration Testing . . . . . . . . . . . . . . . . . . . . . 52
4.2 Vulnerability Scanning . . . . . . . . . . . . . . . . . . . . 52
4.3 DevSecOps . . . . . . . . . . . . . . . . . . . . . . . . . . 56
4.4 Relevant International Standards . . . . . . . . . . . . . . 63



5 Game Theory for Security 67
5.1 Introduction by Example: Chasing the Adversary on Attack

Graphs . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68
5.2 Introduction to Security Games and Strategic Defenses . . 75
5.3 Multi-Stage and Multi-Phase Games . . . . . . . . . . . . 83
5.4 Examples of Game-Theoretic Analysis . . . . . . . . . . . 93

6 Discussions and Conclusions 98

Acknowledgements 105

References 109



Cybersecurity in Robotics:
Challenges, Quantitative Modeling,
and Practice
Quanyan Zhu1, Stefan Rass2, Bernhard Dieber3 and Víctor Mayoral
Vilches4

1New York University, USA; qz494@nyu.edu
2Universität Klagenfurt, Austria; stefan.rass@aau.at
3Joanneum Research, Austria; bernhard.dieber@joanneum.at
4Alias Robotics, Spain and Universität Klagenfurt, Austria;
victor@aliasrobotics.com; v1mayoralv@edu.aau.at

ABSTRACT

Robotics is becoming more and more ubiquitous, but the
pressure to bring systems to market occasionally goes at
the cost of neglecting security mechanisms during the de-
velopment, deployment or while in production. As a result,
contemporary robotic systems are vulnerable to diverse at-
tack patterns, and an a posteriori hardening is at least
challenging, if not impossible at all. This book aims to stip-
ulate the inclusion of security in robotics from the earliest
design phases onward and with a special focus on the cost-
benefit tradeoff that can otherwise be an inhibitor for the
fast development of affordable systems. We advocate quanti-
tative methods of security management and design, covering
vulnerability scoring systems tailored to robotic systems,
and accounting for the highly distributed nature of robots as
an interplay of potentially very many components. A power-
ful quantitative approach to model-based security is offered
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by game theory, providing a rich spectrum of techniques to
optimize security against various kinds of attacks. Such a
multi-perspective view on security is necessary to address
the heterogeneity and complexity of robotic systems. This
book is intended as an accessible starter for the theoretician
and practitioner working in the field.



1
Introduction to Robot Security

Robotic technology has been around for many years now with its main
application being in automation where millions of robots have been
deployed over the past decades. In recent years, inflexible automation
is starting to shift out of focus of the robotics research and we move
towards using robots in flexible manufacturing (marching towards lot
size 1) and intralogistics. Service robots are set out to pervade also
non-industrial areas like healthcare as well as public and private spaces.
The gain in flexibility and capabilities of modern robots has been largely
fuelled by the convergence of classical computing and networking tech-
nology with robotics. The new generation of robots cannot perform their
tasks without being connected to the outside world. Flexible manufac-
turing and intralogistics robots need to be connected to manufacturing
execution systems and fleet management services. Service robots are
supposed to provide more value by being connected to the cloud to
retrieve commands and updates. While the new capabilities make the
areas of application for robots broader, they also become susceptible to
external manipulation. This new threat from the cyber world has not
yet been sufficiently addressed up to now.

In this book, we review the causes of robot insecurity also reflecting
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4 Introduction to Robot Security

the underlying causes like complexity and market pressure. We present
the vulnerabilities and potential fixes of the most important software
framework in robotics. Then, we describe modern approaches to se-
curing robots including processes and standards but most importantly
also present the potential benefits promised by the introduction of
quantitative security methods.

1.1 The Need for Cybersecurity in Robotics

A robot is in general a complex machine which is by itself difficult
to design, build and program. The main focus when building a robot
is in making it reliable and safe. Security is often of a lower priority
since it adds even more complexity to building the robot. In addition,
cybersecurity has traditionally not been a concern when designing
or using robots since classical industrial applications of robots did
not require any connectivity to the outside. With the current trend
towards connected robots, however, a technology that is not fit for
this trend meets all the threats that come with connecting robots.
Generally speaking, today’s robots are easy prey even for less skilled
attackers since security achievements that have been successfully used
in the Information Technology (IT) area in the past three decades like
firewalls, hardened endpoints, or encrypted communication are typically
not part of a robotic system. In addition, a security-oriented mindset is
also hardly taught in the education of roboticists.

1.1.1 What are special requirements for cybersecurity in robotics?

In general, cybersecurity for robotics draws from the methods of IT-
security. However, there are specialties in robotics, that need additional
consideration (Mayoral-Vilches et al., 2019). First and most obviously,
robots are cyber-physical systems and as such, they have a represen-
tation in the physical world. This yields two security-relevant aspects.
First, robots can be physically manipulated. Too often, we find exposed
network- or USB-ports in robots that can easily be exploited by an
attacker. This is especially problematic with mobile robots that move
autonomously in little-controlled areas. Second, robots can have signifi-
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